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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

1. Claims 1-3,5,8-11,13-22,50-55,95 are rejected under 35 U.S.C. 102(e) as being 

anticipated by Smith et al(US 6,651 ,166). 

Claims 1 ,5: Smith patent disclose an encryption services component generating key 
pairs and providing certificate management services in (fig. 15). Smith discloses a PKI server 
being operable to function as at least one of a certificate authority and as a LDAP service 
provider in (col.5,lines 39-45). Smith disclose a user information databases package 
databases control server connected to the electronic network and operable to access the 
encryption services component, the PKI server,the user information database and the package 
database in (fig. 12 and col.5,lines 55-65). Smith disclose wherein the control server receives 
encrypted content in the form of a package,wherein the package database stores the 
package,the package is sent back into the electronic network and package remains encrypted 
as it passed through the control server and stored in the package database in (fig.6 and 
col.4,lines 43-51 ;col.7, lines 19-24). 

Claim 2: Smith discloses notification server is operable to notify an intended recipient of 
the package that the package is awaiting pickup in (col. 7, lines 1-9). 
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Claim 3: Smith disclose notification server is connected to at least one of an email 
server, a paging device, a netcall device, a facsimile machine and a voice line in (col.7, lines 26- 
32).. 

Claim 8: Smith discloses control server is connected to the Internet in (col.8,lines 59-61). 

Claim 9: Smith discloses control server is connected to the Internet via an SSL 
connection in (col.5,lines 24-28;col.6,lines 28-31 ). 

Claim 10: Smith disclose control server is operable to communicate with a local agent 
that is associated with an electronic device which itself is accessible via the electronic network 
in (fig.8). 

Claim 11: Smith discloses content is at least one of an email message,an email 
attachments document, a business transaction, a graphical and streaming audio or vide in 
(col7,lines 22-24). 

Claim13: Smith disclose certificate management component in (col.7, lines 61-67). 

Claims 14,95: Smith disclose a control server being operable to receive encrypted 
content from an electronic network, the encrypted content having been encrypted using at least 
one public key and a private key, at least one public key and private key having previously been 
obtained via the control server in (fig. 14). Smith disclose a database server in communication 
with the control server, the database server being operable to store the encrypted content and 
store information indicative of a sender of the encrypted content and a recipient of the encrypted 
content in (col.7,lines 16-23). Smith disclose a notification server in communication with at least 
one of the control server and database server, the notification server being operable to notify 
the recipient of the encrypted content that the sender has sent encrypted content to the 
recipient, wherein the public key is obtained without an express command from the sender in 
(col. 6, lines 5-15). 
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Claim 15: Smith disclose PKI server in (col.8,lines 26-30). 

Claim 16: Smith discloses database server comprises at least one of a user information 
databases transaction file databse and an encrypted content database in (col.7,lines 37-45). 

Claim 17: Smith disclose encryption services module operable to generate key pairs and 
digital certificates that are compatible with a PKI in (fig. 15). 

Claims 18,19: Smith discloses control server receives the encrypted content from a local 
agent that is in communication with the electronic network in (col.7,lines 16-23). 

Claim 20: Smith discloses content is at least one of an email message,an email 
attachments document, a business transaction, a graphical and streaming audio or vide in 
(col7,lines 22-24). 

Claim 21: Smith discloses control server is connected to the Internet in (col.8,lines 59- 

61). 

Claim 22: Smith discloses public key is obtained via an LDAP service in (col.5,lines 39- 
44). . 

Claims 50-55: Smith disclose a high volume package component operable to receive 
sequential data files and operable to associate the data files with a plurality of account and 
certificate data,respectively,to create a plurality of packages in (col.7Jines 1-9,24-48). Smith 
disclose a high volume encryption component operable to implement PKI-based encryption on 
each of the packages and generate encrypted packages using the certificate data and a high 
volume transport component operable to receive the encrypted packages and send each 
package to its intended recipient based on the account data in (col. 5, lines 23-45). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 4,6-7,12,56,68,57-67,69-76 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Smith et al(US 6,651,166). 

Claims 4,6: Smith does not specifically disclose transaction files database fortracking 
package traffic. Official notice is taken that transaction files database for tracking package traffic 
is well known in the art. One of ordinary skill in the art would have been motivated to employ 
transaction files database for tracking package traffic in order to minimize data congestion and 
route packages to authorized destination. 

Claim 7: Smith does not specifically disclose an audit database. Official notice is taken 
that audit database is well known in the art. One of ordinary skill in the art would have been 
motivated to employ audit database in order to improve and maximize data efficiency rate. 

Claim 12: Smith does not disclose dissemination rule. It would have been obvious to 
person of ordinary skill in the art to modify the invention of Smith to employ dissemination rule in 
order to prevent illegal deletion or modification by the receiver. 

Claims 56,68: Smith disclose creating the contentjaunching a local agent associated 
with the email client,passing the content and an address of a recipient to the local agent and 
obtaining a public key associated with the recipient in (col.7, lines 15-32). Smith discloses 
encrypting the content using the public key and a private key;transmitting the package to a 
control server which is operable to forward the package to the recipient in (fig. 9,13). Smith does 
not disclose dissemination rule. It would have been obvious to person of ordinary skill in the art 
to modify the invention of Smith to employ dissemination rule in order to prevent illegal deletion 
or modification by the receiver thus protecting its ownership/authorship. 
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Claim 57: Smith discloses content is at least one of an email message,an email 
attachments document, a business transaction, a graphical and streaming audio or vide in (col 
7,lines 22-24). 

Claims 58-59: Smith discloses local agent comprises an application specific interface 
that provides an interface to the email client in (col.7, lines 24-32). 

Claim 60: Smith does not disclose dissemination rule comprises at least one of do not 
copy,do not print,do not forward and self-destruct. It would have been obvious to person of 
ordinary skill in the art to modify the invention of Smith to employ dissemination rule in order to 
prevent illegal deletion or modification by the receiver so that ownership can be protected 
against tampering. 

Claim 61 : Smith discloses automatically obtaining the public key of the recipient by 
accessing the control server in (fig. 8). 

Claim 62: Smith discloses control server accesses at least one of a certificate authority 
server and a LDAP directory service in (col.8,lines 1-11). 

Claim 63-64:Smith disclose notifying the recipient of an awaiting package in (fig. 14). 

Claims 65-67: Smith discloses control server stores the package until the package is 
requested by the recipient in (fig. 13, 14). 

Claim 69: Smith discloses content is at least one of an email message.an email 
attachments document, a business transaction, a graphical and streaming audio or vide in 
(col7,lines 22-24). 

Claims 70-76: Smith discloses content is at least one of an email.an email attachment, a 
business transaction, a document and a graphics file in (col.7, lines 22-24 and fig.13,15). 

Claim Objections 
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3. Claim 64 is objected to because of the following informalities: Typo "suing" should be 
using. Appropriate correction is required. 

Allowable Subject Matter 

4. Claims 23-49,77-89,96-1 08 are allowed. 

Claim 23: Prior art of record does not teach an application specific interface being 
capable of interfacing with the messaging application to access and pass content and address 
information to and from the messaging application and update status information within the 
messaging application and the local agent being operable to receive unencrypted content from 
the message application .encrypt the content using a public/private key pair and local agent 
further being operable to receive encrypted content from the electronic networkjaunch a local 
agent-controlled window,decrypt the encrypted content using a private key and display 
decrypted content in the local agent-controlled window. 

Claims 34,77: Prior art of record does not teach sender local agent being operable to 
receive content generated on the sender electronic device,generate a package of encrypted 
content using PKI-based encryption by obtaining at least one public key from one of the control 
server and a local registry and send the package to the control server;the control server being 
operable to receive the package from the sender local agent and transmit the package to the 
recipient local agent; launch a recipient local-controlled window,decrypt the encrypted content in 
the package and display decrypted content within the recipient local agnet-controlled window. 

Claim 96: Prior art of record does not teach generating, by the sender local agent, a 
package content using an encryption scheme by obtaining data necessary to implement the 
encryption scheme from one of the control server and local registerjsending the package at the 
control server and notifying the recipient of an awaiting package;receiving by the recipient local 
agent the package from the control server;launching a recipient local agent-controlled 
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window;decrypting the encrypted content in the package and displaying the decrypted content 
within the recipient local agent-controlled window. 

Claims 24-33,35-49,78-89,97-108 are allowed because of dependency. 

Response to Applicant's Remark 

5. Applicant has elected claims 1-89,96-109. However, examiner noticed a typo in previous 
office action. 

Group I: Claims 1-89,96-109; should be claims 1-89,95-108 

Group II: Claims 90-93; should be claims 90-94 

Therefore, examiner will treat claims 1-89,95-108 as elected claims. 

Conclusion 

6. Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Hosuk Song whose telephone number is 571-272-3857. The examiner 
can normally be reached on Tue-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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